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In the Claims:

1 . (Presently Amended) A method of providing profile information associated

with a client to a server, the method comprising the steps of:

generating, at the client, a profile document containing profile information associated

with the client;

incorporating in the profile document a designator which indicates that profile

information identified by the designator is not provided by the client and is provided by a

network intermediary in a path between the client and the server; and

transmitting the profile document with the designator from the client to the server

utilizing the path so as to provide to the server a modified profile document containing

information incorporated in the profile document at the client and information incorporated in

the profile document by the network intermediary .

2. (Original) A method according to Claim 1, wherein the designator

incorporated into the profile document comprises a profile information identifier which

identifies a type of profile information in the profile document and a wildcard designator

associated with the profile information identifier which indicates that the type of profile

information associated with the profile information identifier is provided by a network

intermediary in the path between the client and the server.

3. (Original) A method according to Claim 1, further comprising the step of

encrypting the designator in the profile document utilizing a key associated with the client.

4. (Original) A method according to Claim 3, wherein the step of encrypting

the designator comprises the step of encrypting the wildcard designator utilizing a private key

associated with the client to provide the encrypted designator.

5. (Original) A method according to Claim 4, wherein the wildcard

designator comprises a client identification associated with the client, a token and an

encrypted value and wherein the step of encrypting the wildcard designator comprises the

step of encrypting the token so as to provide the encrypted value.
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6. (Original) A method according to Claim 5, wherein the step of encrypting

the token further comprises the step of encrypting the token and a predefined character string.

7. (Original) A method according to Claim 5, wherein the token is a

randomly generated value.

8. (Original) A method according to Claim 3, wherein the step of encrypting

the designator comprises the step of encrypting the wildcard designator and the profile

information identifier utilizing a private key associated with the client to provide the

encrypted designator.

9. (Original) A method according to Claim 8, wherein the wildcard

designator comprises a client identification associated with the client, a token and an

encrypted value and wherein the step of encrypting the wildcard designator and the profile

information identifier comprises the step of encrypting the token and the profile information

identifier so as to provide the encrypted value.

10. (Original) A method according to Claim 8, wherein the step of encrypting

the token and the profile information identifier further comprises the step of encrypting the

token, the profile information identifier and a predefined character string.

1 1 . (Original) A method according to Claim 10, wherein the token is a

randomly generated value.

12. (Original) A method according to Claim 1, further comprising the step of

encrypting the designator utilizing a public key of the network intermediary.

13. (Original) A method according to Claim 3, further comprising the steps

of:
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receiving the profile document transmitted by the client at the network intermediary;

and

wherein the network intermediary carries out the steps of:

decrypting the designator incorporated in the profile document if the designator

incorporated in the profile document is encrypted;

incorporating the profile information identified by the designator into the profile

document to provide a modified profile document if the network intermediary has available

the profile information indentified by the designator;

transmitting the modified profile document to the server.

1 4. (Original) A method of providing client profile information to a server,

the method comprising the steps of:

receiving, at a network intermediary, a profile document from a client for forwarding

to the server;

determining if a portion of the profile document is encrypted;

decrypting the encrypted portion of the profile document;

parsing the decrypted portion of the profile document to determine if a designator is

provided in the decrypted portion of the profile document which indicates that profile

information identified by the designator is to be incorporated into the profile document by the

network intermediary;

incorporating the identified profile information in the profile document so as to

provide a modified profile document; and

transmitting the modified profile document to the server.

1 5. (Original) A method according to Claim 1 4, wherein the designator

incorporated into the profile document comprises a profile information identifier which

identifies a type of profile information in the profile document and a wildcard designator

associated with the profile information identifier which indicates that the type of profile

information associated with the profile information identifier is provided by the network

intermediary.
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16. (Original) A method according to Claim 1 5, wherein the step of

decrypting the designator comprises the step of decrypting the encrypted portion of the

document profile utilizing a private key associated with the client to provide the designator.

17. (Original) A method according to Claim 16, wherein the wildcard

designator comprises a client identification associated with the client, a token and an

encrypted value and wherein the step of decrypting the encrypted portion of the document

profile comprises the step of decrypting the encrypted value.

18. (Original) A method according to Claim 16, wherein the token is a

randomly generated value.

19. (Original) A method according to Claim 15, wherein the step of

decrypting the encrypted portion of the document profile comprises the steps of:

decrypting the encrypted portion of the profile document to provide a wildcard

designator; and

decrypting the profile information identifier utilizing a private key associated with the

client to provide the decrypted designator.

20. (Original) A method according to Claim 14, further comprising the step of

decrypting the encrypted portion of the document profile utilizing a private key of the

network intermediary.

21 . (Presently Amended) A system for providing profile information associated

with a client to a server, comprising:

means for generating, at the client, a profile document containing profile information

associated with the client;

means for incorporating in the profile document a designator which indicates that

profile information identified by the designator is not provided by the client and is provided

by a network intermediary in a path between the client and the server; and
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means for transmitting the profile document with the designator from the client to the

server utilizing the path so as to provide to the server a modified profile document containing

information incorporated in the profile document at the client and information incorporated in

the profile document by the network intermediary .

22. (Original) A system according to Claim 2 1 , wherein the designator

incorporated into the profile document comprises a profile information identifier which

identifies a type of profile information in the profile document and a wildcard designator

associated with the profile information identifier which indicates that the type of profile

information associated with the profile information identifier is provided by a network

intermediary in the path between the client and the server.

23. (Original) A system according to Claim 21 , further comprising means for

encrypting the designator in the profile document utilizing a key associated with the client.

24. (Original) A system according to Claim 23, wherein the means for

encrypting the designator comprises means for encrypting the wildcard designator utilizing a

private key associated with the client to provide the encrypted designator.

25. (Original) A system according to Claim 24, wherein the wildcard

designator comprises a client identification associated with the client, a token and an

encrypted value and wherein the means for encrypting the wildcard designator comprises

means for encrypting the token so as to provide the encrypted value.

26. (Original) A system according to Claim 25, wherein the means for

encrypting the token further comprises means for encrypting the token and a predefined

character string.

27. (Original)

randomly generated value.

A system according to Claim 25, wherein the token is a
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28. (Original) A system according to Claim 23, wherein the means for

encrypting the designator comprises means for encrypting the wildcard designator and the

profile information identifier utilizing a private key associated with the client to provide the

encrypted designator.

29. (Original) A system according to Claim 28, wherein the wildcard

designator comprises a client identification associated with the client, a token and an

encrypted value and wherein the means for encrypting the wildcard designator and the profile

information identifier comprises means for encrypting the token and the profile information

identifier so as to provide the encrypted value.

30. (Original) A system according to Claim 28, wherein the means for

encrypting the token and the profile information identifier further comprises means for

encrypting the token, the profile information identifier and a predefined character string.

31 . (Original) A system according to Claim 30, wherein the token is a

randomly generated value.

32. (Original) A system according to Claim 21, further comprising means for

encrypting the designator utilizing a public key of the network intermediary.

33. (Original) A system according to Claim 21, further comprising:

means for receiving the profile document transmitted by the client at the network

intermediary;

means for decrypting the designator incorporated in the profile document if the

designator is encrypted;

means for incorporating the profile information identified by the designator into the

profile document to provide a modified profile document;

means for transmitting the modified profile document to the server.
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34. (Original) A system for providing client profile information to a server,

comprising:

means for receiving, at a network intermediary, a profile document from a client for

forwarding to the server;

means for determining if a portion of the profile document is encrypted;

means for decrypting the encrypted portion of the profile document;

means for parsing the decrypted portion of the profile document to determine if a

designator is provided in the decrypted portion of the profile document which indicates that

profile information identified by the designator is to be incorporated into the profile

document by the network intermediary;

means for incorporating the identified profile information in the profile document so

as to provide a modified profile document; and

means for transmitting the modified profile document to the server.

35. (Original) A system according to Claim 34, wherein the designator

incorporated into the profile document comprises a profile information identifier which

identifies a type of profile information in the profile document and a wildcard designator

associated with the profile information identifier which indicates that the type of profile

information associated with the profile information identifier is provided by the network

intermediary.

36. (Original) A system according to Claim 35, wherein the means for

decrypting the designator comprises means for decrypting the encrypted portion of the

document profile utilizing a private key associated with the client to provide the designator.

37. (Original) A system according to Claim 36, wherein the wildcard

designator comprises a client identification associated with the client, a token and an

encrypted value and wherein the means for decrypting the encrypted portion of the document

profile comprises means for decrypting the encrypted value.



.In re: Hild, et al.

Serial No.: 09/533,644

Filed: March 22, 2000
Page 9 of 20

38. (Original) A system according to Claim 36, wherein the token is a

randomly generated value.

39. (Original) A system according to Claim 35, wherein the means for

decrypting the encrypted portion of the document profile comprises:

means for decrypting the encrypted portion of the profile document to provide a

wildcard designator; and

means for decrypting the profile information identifier utilizing a private key

associated with the client to provide the decrypted designator.

40. (Original) A system according to Claim 34, further comprising means for

decrypting the encrypted portion of the document profile utilizing a private key of the

network intermediary.

41 . (Original) A computer program product for providing profile information

associated with a client to a server, comprising:

a computer-readable storage medium having computer-readable program code

embodied in said medium, said computer-readable program code comprising: computer

readable program code which generates, at the client, a profile document containing profile

information associated with the client;

computer readable program code which incorporates in the profile document a

designator which indicates that profile information identified by the designator is not

provided by the client and is provided by a network intermediary in a path between the client

and the server; and

computer readable program code which transmits the profile document with the

designator from the client to the server utilizing the path so as to provide to the server a

modified profile document containing information incorporated in the profile document at the

client and information incorporated in the profile document by the network intermediary .

42. (Original) A computer program product according to Claim 41, wherein

the designator incorporated into the profile document comprises a profile information
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identifier which identifies a type of profile information in the profile document and a

wildcard designator associated with the profile information identifier which indicates that the

type of profile information associated with the profile information identifier is provided by a

network intermediary in the path between the client and the server.

43. (Original) A computer program product according to Claim 41, further

comprising computer readable program code which encrypts the designator in the profile

document utilizing a key associated with the client.

44. (Original) A computer program product according to Claim 43, wherein

the computer readable program code which encrypts the designator comprises computer

readable program code which encrypts the wildcard designator utilizing a private key

associated with the client to provide the encrypted designator.

45. (Original) A computer program product according to Claim 44, wherein

the wildcard designator comprises a client identification associated with the client, a token

and an encrypted value and wherein the computer readable program code which encrypts the

wildcard designator comprises computer readable program code which encrypts the token so

as to provide the encrypted value.

46. (Original) A computer program product according to Claim 45, wherein

the computer readable program code which encrypts the token further comprises computer

readable program code which encrypts the token and a predefined character string.

47. (Original) A computer program product according to Claim 45, wherein

the token is a randomly generated value.

48. (Original) A computer program product according to Claim 43, wherein

the computer readable program code which encrypts the designator comprises computer

readable program code which encrypts the wildcard designator and the profile information
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identifier utilizing a private key associated with the client to provide the encrypted

designator.

49. (Original) A computer program product according to Claim 48, wherein

the wildcard designator comprises a client identification associated with the client, a token

and an encrypted value and wherein the computer readable program code which encrypts the

wildcard designator and the profile information identifier comprises computer readable

program code which encrypts the token and the profile information identifier so as to provide

the encrypted value.

50. (Original) A computer program product according to Claim 48, wherein

the computer readable program code which encrypts the token and the profile information

identifier further comprises computer readable program code which encrypts the token, the

profile information identifier and a predefined character string.

5 1 . (Original) A computer program product according to Claim 49, wherein

the token is a randomly generated value.

52. (Original) A computer program product according to Claim 41, further

comprising computer readable program code which encrypts the designator utilizing a public

key of the network intermediary.

53. (Original) A computer program product according to Claim 41, further

comprising:

computer readable program code which receives the profile document transmitted by

the client at the network intermediary;

computer readable program code which decrypts the designator incorporated in the

profile document if the designator is encrypted;

computer readable program code which incorporates the profile information identified

by the designator into the profile document to provide a modified profile document;
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computer readable program code which transmits the modified profile document to

the server.

54. (Original) A computer program product for providing client profile

information to a server, comprising:

a computer-readable storage medium having computer-readable program code

embodied in said medium, said computer-readable program code comprising:

computer readable program code which receives, at a network intermediary, a profile

document from a client for forwarding to the server;

computer readable program code which determines if a portion of the profile

document is encrypted;

computer readable program code which decrypts the encrypted portion of the profile

document;

computer readable program code which parses the decrypted portion of the profile

document to determine if a designator is provided in the decrypted portion of the profile

document which indicates that profile information identified by the designator is to be

incorporated into the profile document by the network intermediary;

computer readable program code which incorporates the identified profile information

in the profile document so as to provide a modified profile document; and

computer readable program code which transmits the modified profile document to

the server.

55. (Original) A computer program product according to Claim 54, wherein

the designator incorporated into the profile document comprises a profile information

identifier which identifies a type of profile information in the profile document and a

wildcard designator associated with the profile information identifier which indicates that the

type of profile information associated with the profile information identifier is provided by

the network intermediary.

56. (Original) A computer program product according to Claim 55, wherein

computer readable program code which decrypts the designator comprises computer readable
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program code which decrypts the encrypted portion of the document profile utilizing a

private key associated with the client to provide the designator.

57. (Original) A computer program product according to Claim 56, wherein

the wildcard designator comprises a client identification associated with the client, a token

and an encrypted value and wherein computer readable program code which decrypts the

encrypted portion of the document profile comprises computer readable program code which

decrypts the encrypted value.

58. (Original) A computer program product according to Claim 56, wherein

the token is a randomly generated value.

59. (Original) A computer program product according to Claim 55, wherein

the computer readable program code which decrypts the encrypted portion of the document

profile comprises:

computer readable program code which decrypts the encrypted portion of the profile

document to provide a wildcard designator; and

computer readable program code which decrypts the profile information identifier

utilizing a private key associated with the client to provide the decrypted designator.

60. (Original) A computer program product according to Claim 54, further

comprising computer readable program code which decrypts the encrypted portion of the

document profile utilizing a private key of the network intermediary.


